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Introduction

Versiera is a welbasedechnologyinfrastructuremanagement systeused to visualize and operate large
scale computer networks. It alsimplifies the common routine tasks performed by system administrators
and enables a comprehensive view into the technology and its opevaisiera €fers a reatime view of

all of your hardware, softwa@nddigital assetalong with their operational healtiiersiera is available as
enterprise appliance or complete architectures for management of cloud data ©eggerizations looking

to consoliite management platformstbose thaheed to incorporate the latest in management
technologiesas well ascut operational costs can take advantage of the free Internet accessible Versiera
management service.

Versiera architecture enables Internetvier Providers, systems management organizations and
consultants to broaden their services without having director access to customer technology or data and is
accomplished without having to build dedicated management interconnects to end customers.

verfera

The VersieraManagemen€onsole(https://www.versiera.corpis accessible using most popular web
browsers ovethe InternetVersiera collects and analyses information frgoar computer infrastructure
describing the&eomputeractive and configuration statby means ofesidenthost agentgagents are about
800KB) that push information tdhe central Versiera system over an authenticatecacypted
connectionSSL). During installation/registrationvery Versieraremote host agent is assigned a unique
digital certificate to authenticasnd encrypt all communicatior®nce the digital certificates have been
assigned they are automatically managed by Versiera management system.

Broad operating systeand platformsupport is offeredncluding agents foMicrosoft Windows*, Apple
OSX (Intel/PowerPC)Linux (x86/amd4), FredBSD (x86/amdb4), NetBSD(x86), OpenBSD(x86) and
Solaris(Spare¢x86). Embedded platform support includes MIRT (Broadcom/AtherospndOpenWRT
(Broadcom/Atheros).

*
All Windows operating systems (except Win95, 98, and ME) are supported. Linux systems supported include but are not limited t o: RedHat,
Fedora, CentOS, Debian, Gentoo, Ubuntu, Mandriva, SuSE, Slackware, Xandros, PCLi nus. Solaris 8 and higher supported.


https://www.versiera.com/

ver‘g iera

Features Overview

Monitoring

U Monitoring host performance metrics
U Monitoredhostmetrics include

(o]
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Service Probes

CPU load average

Physical memory used and available
Virtual memory usage

Disk space available

Process name

Process count

Network port conections

Host uptime

Host time synchronization
Hostcheckin status

Configurablemonitoring thresholds

Notification emails alerts

Alert suppression through host maintenance status

Monitoring eventsubscriptions

Alert Queuefor automating trouble tickets address monitoring issues

U Service Probeare used fomonitoring of enterprise or Internet services and digital assets
U  Service Probes include

(o]
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DNST domain name service record monitoring
HTTP1 website and URL monitoring

HTTPSi website ad URL monitoring

SMTPT e-mail server monitoring

PINGT host response monitoring

SSLi monitoring of digital certificates

DHCPT network address assignment monitoring

U Notification email alerts forservice probe monitoring

Network Maps

U Automatically visudéize the corporate networks and all their nodes
U  Automatically visualize the communications throughout the enterprise networks and to/from the

Internet

Scheduling

U Versiera has its own general scheduling system which isfasedl Versiera components
including Monitoring, Jobs, Notifications and Service
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Jobs

U Facility to create script tasks or useboilt-in task models that can be assigned to one or more
registered hostor execution by remote agents
U Job types include:
o User Management (Add/DeleBisabldChange Password)
ProcessManagementStartKill )
Service/Daemocontrol Start/StopRestart)
Software Distribution
Software Removal
0 Host Shutdown/RebodikerLogoff
U Job Chaining enables the execution of one job based on the successful completion of anothe
U Software Distribution is auilt-in task model and includes support &stribution of pre
packaged dtware asxecutabls, Microsoft System Installer (MSI)nstall Shieldand Red Hat
Padkage Manager (RPMPebian Package Manager (DPKG) and FreeB&Ek&ge Management
(PKG) file formats
U  Facility to assigra hosta task ofawakeling, restarting, shutting down other hosts or forcing user
logoff (Windows only)

O O0OOo0o

Compliance

U Create and manage corporate host configuratammdards using VersieManagement Qusole
U  Apply corporate compliance standards for host active and configured states
U Report on host compliance deviations relative to configured corporate standards

Automated Documentation

U Infrastructure ability to generate on demand formal documentatiocritdag one or more hosts
includingtheir configuration details

U Monitoring Policy- ability to generate on demand formal documentation describing the
configured monitoring policies applied tegistered hosts

U Documentation may be generated as Rich TexnBb(RTF) or Portable Document Format
(PDF)

U Reports for host data in Versiera are available as Comma Separated Values (CSV) and Portable
Document Format (PDF)

Report Host State

U Report hoshetworklistening ports, associatednningapplications and respae application

user accounts ApplicationDependencyiapping (ADM)

Report on active host communications with remote hosts

Report orrunning applicationgheir resource usage and associated user accounts

Report on host user accosntetails, user grougand group memberships

Report on accuracy and functionality ohé synchronizations across registered hosts and

respectivehosttime zones.

0 Report on host network configuration includingtworkinterface name, speed duplsattings
MAC, manufactureard packet counters

U Report on host operating system, hardware make, naodieterial numbeprocessomodel|
memorysize capacity of data storage devicéismwareversion and date

| et eI et e
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0 Report omactiveusersession across all manageabts
Ticketing System

0 Automated trouble ticket queue generated by Monitoring probes
U  Ability to create trouble tickets, assign priority, and associate to hosts for documenting problem
resolution workflow and delegation of work to operators

Contact Management System
U General contagnhanagement facility used for sending alert notifications
Dashboard

U A setofvisual tool$i g a d doedisplaying summary data
0O Tools include: Host Performance, Birddéds Eye View,

Historical Host State Tracking

U Ability to review host state changeger time
Audit

U Versiera generates an audit log of user administrative ctiuringVersierause
Filters

U Filters provide the ability toeduce the quantity of presented host data to locate desired
information
U Dynamic sggestions are available for locating the desired information

CustomTables Presentation

U Versiera data presented in table format may be sorted by clicking on the respective column
heading. Alternate clicks sort data based on ascending and descending values.

U Table columns may be rearranged by clicking and dragging the desired table column to the
required location in the table.

Technical Support

Technical support isvailable via web basefdrums (http://forums.versiex.comj. To login,use your
VersieralD andpasswordIn addition, technical support may be obtained by seriingil to

support@versiera.com



http://forums.versiera.com/
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Getting Started

There are three (3) steps in getting started witrsiéea:

1. Create your Versiera ID
2. Configure Versiera Management Conssddtings.
3. Download and install Versiera agents on managed hosts.

VersieralD

Now t hat vy oud whatVewsiaratande usad fot a b dswrtedusirg it To useVersiaa
you will need to create yoifersiera ID and passwardio create a Versiera IBavigae your Internet
browser tohttps://www.versiera.com nd c | i Crkatem Yerserma ID&i | (asnkhe image below)
Thislink will take you to aegistration page, where you can create WensieralD. Once the VersiertD
has been successfully createdpafirmation email will be sent from Versieimthe email addressu
provide in the registration proces®ntaining aremkeddedactivation link for the newersieralD. Your
VersieralD will only become usable ong®mu have clicked on the URL link contaithin the email.

ver-gler"a

Versiera D |

Password |

Forgotten yvour passward?

Forgotten yvour Wersiera D7
Create aVersiera D

YWersiera User Guide

Should you ever need to change your VersiBraassworgdyou may do so after signing into Versieaad
using theAdministration link (top right of page) anthen theAccount Section.


https://www.versiera.com/
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Configure Versiera Management Console

Once you have created your Versiera ID, you can sign into Versiera Management Console. The Versiera
Management Console will be mostdynptyuntil Versiera agentsave been installed and registeredyonr
managed hosts. Once the agents are installed, thegnattle management capabilities for that host

ver'ﬁler‘a Wn..i.’. u, toty . -

Before installing Versiera agents, it is recommended to first configureltbeving items to your
requirementsn the Administration Section

verfrere .

Fureacy Pacy ~ Fropram Fulicts

Time Zonei follow the Administrationlink (top right) and select thEime ZoneSection. Select your
desired time zone to configure all time/date information to be displayed for yeatesktime zone.

Contacts- follow the Administrationlink (top right) and select theontactsSection. In th&Contacts
Section you can add email address contact information for those individuals and groups that should receive
automated alert notificatns from Versiera foMonitoring, Service Probes, Jobs and Ticketing.
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Accounts- follow the Administrationlink (top right) and select th&ccountsSection. In thédccounts
Section you can add additional Versiera IDs for other staff members that wiirngethe Versiera
Management Console to manage the same hosts.

Registration Users- follow the Administrationlink (top right) and select thRegistration UserSection.
In the Registration Users Section you can create a restricted Versiera ID thatycenstall and register
Versiera agents, but without access to the Versiera Management Console.

Activity Lo g - follow the Administrationlink (top right) and select thictivity LogSection. TheActivity
Log provides an audit trail of Versiera Managaem€onsole usage and should be reviewed regularly.

10
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Versiera Agent

Once you have activated your Versidébg to make full use of Versiera you will needsignin to Versiera
(Versiera ID and passwordjownload andinstall aVersiera agenbn oneor morecomputerhosts you
wish to manage using Versierst. least one agent is necessary to populate Versiera with host information.

Standard Versiera Agents

11
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Platform

Yersion Build

Mac O5 % 10.4, 10.5 (x86/ppc)  1.3.2
FreeB5D 7 (amda<) 1.3.2
FreeB5D & (amdad) 1.3.2
FreeBsD 4 (x86) 1.5.2
FreeBSD 5 (x86) 1.3.2
FreeBaD 6 (x86) 1.52
FreeBsD 7 (x86) 1.52
FreeBSD 8 (256 1.3.2
Linux, glibc 2.2 ar later (x86) 1.3.2
Linux, glibc 2.3 ar later (x86_&4d) 1.3.2
MetB5D 5 (armded) 1.3.2
MetBsD 3 (x86) 1.5.2
MetBSD 4 (86 1.3.2
MetBsD 5 (x86) 1.52
OpenBsD 4.5 (amdad) 1.52
OpenBSD 4.2 (86 1.3.2
OpenBsD 4.3 (x86) 1.52
OpenBsD 4.4 (x86) 1.5.2
OpenBsD 4.5 (x86) 1.52
Salaris 8, 9, ar 10 {sparc) 1.3.2
Solaris 10 {x36) 1.3.2
Windows 2000 or later (x36) 1.3.2

Embedded Versiera Agents

1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925
1925

Download
Crovwnload
Drownload
Drovwnload
Drownload
Download
Crovwenload
Crownload
Dovwnload
Crowwnload
Diownload
Drovwnload
Drownload
Download
Crovwenload
Crownload
Dovwnload
Crowwnload
Download
Crovwnload
Drownload

Download

Etnbedded Agents

Platform
DD-WET Linux 2.4 {bromd?
DO-WET Linux 2.6 (bromddxx)
COpenWRET 8.09 {atheros)
OperWET .02 chromdr xx)

VYersion Build

1.3.2 1925
1.3.2 1925
1.3.2 1925
1.3.2 1925

Download

Download

Download

Download

There are two steps in installing an agent on a host; instalkinggént and registering the agent with
Versiera whichwill assignthe Versieraagentwith a digital certificateand magit to your Versieraaccount

12



ver‘g iera

Versiera agents collect host information and serddtyptedo the central system inside secure socket
layer tunnel (SSL). Versiera agents hareAINA assignedlistening port 9050/tclistening port can be
forced to listen on loopback interface gnlyhe listening port is intended for aiemand agent requests
from theVersiera Management Console in amétprise environment (initiated by the Versiera ID account
holder)

Versiera agents operata internaltimers and communicate with the cehtsystem at regular intervals.
The Pllowing are the default timers (the valuaay change in future releaes

Heartbeat checkn: 1 minute interval
Performance host data 5 minute interval
Complete host state data 6 hour interval

Further, gents detect host time changesh as those for time synchronizataond adjust their timers
accordingly.

13
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Agent Installation 7 Windows

VersieraAgent Installation instructions for Win32 Platforra

Manual Installation

1. To install the Versiera agent you must have administrative access to the target computer where the
agent will be installed.

2. Use your browser to nayate tohttps://www.versiera.com/

3. Signin usingyour VersieralD and password corresponding to your Versiera account

4. Inthe Agent Sectiongeview the list othe availablewWindowshost agents for download and s¢lec
the onematching youioperating system and hardware platform

5. Cl i ¢ k Downloadh e |. Berslre to save the grsieraagentx.x.x.x.exe to somewhere easy
to find like your Desktop.
6. Run vefsieraagentx.x.x.xex®d f il e and f ofolptsw t he on screen p

a. Notei when running the agent install @vindows Vistaor Windows 7 first right
clickonthefi v e r-agengxr.ax . x a x d e % Rud & Administratar .

7. When the introductory screen appear s, click fANext
8. On the next screen you cahoose the installation path for the agent. It will automatically go to
the default | ocation which can be changed i f nece
9. The next screen will display a summary oftheihstal CI i ck Al nstall 6 to proceed
installaton.
10.0O0n t he final screen, fARegi sdnbyrdefauls Leave eheckedst wi t h s

for new host installation€lick on Finish.

11. A command promptvindow will pop up prompting you foyour Versiera IDand password to
register the hostJsethe Versieraaccount (VersiertD andpassword}hat you use to login to
your Versieraweb account.

12. If the Versieraaccount D and passwordareaccepted, thaostwill get registeredvith Versiera
receive a assignedligital certificate andhe agensewice will automatically restart.

Note- Therotaing Versieraagent log file is located i#SystemRoot¥%rsagent.log

Unattendedinstallation

1. Itis recommended that a Versiera RegistratiorfRBgistration Usere created from theéersiera
Management GnsoleAdministrationsection.The Registration ID can not be used to access the
Versiera Management Console and protects the administrative Versiera ID.

2. Download the Versiera agent to the computer where it will be installed as outlined above.

3. Tosilentlyinstall the Versiera Agent use the following command line:
a. versieraagenix.x.x.x.exe/userVersieralD/passpassword
lurl=https://backend.versiera.com/versiera/backend/rpdvergsilent

14
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Enterprise Automatd and Unattendedeployment of Versiera Agents

The PsExectool from Microsoft (Mark Russinovich) enables the abifdy administratordéo remotely
copy and install Versiera Agents within an enterprise. The tool can remotally \festsiera Agent on one
or multiple computers including registering thgentswith the Versiera Management Console.

Detailed information regarding tiesExec(v1.97)tool and usage can be found at:
http://technet.microsoft.com/ars/sysinternals/bb897553.aspx

1. DownloadPsExectool from Microsoft and place in the executable path on a Windows computer

2. Download the Versiera Agent for Windows installation program and place gathe directory as
the PsExecexecutable.

3. Use an enterprise administrative account on the machine from ®biekecwill be usedor
supplyPsExecwith the appropriate administrative account and password for the remote host
where the Versiera agent will bestalled.

4. ExecutePsExecto remotely copy the Versiera Agent, silently install and register the host with the

Versiera Management Console:
a. psexea\desktopAi u domainluserip passwordi c versiera-agentx.x.x.x.exe/user=VerseralD
/pass=passworflirl=https://backend.versiera.com/versiera/backend/rpc/papsilent

The MicrosoftPowerShell (for Windows versions that support it) may also be used to réyrapy and
install VersieraAgents to all computers in an enterprise.

15
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Agent Installation - UNIX

VersieraAgent Ingallation instructions for POSIX(Unix) Platforms

1. Toinstall the Versiera agent you must have administraticess to the target computer where the
agent will be installed.

2. Use your browser to navigate https://www.versiera.com/

3. Signin using your Versieraccount using your Versiet® and password

4. Review the list of gailable host agents for download and select thenwatehing youioperating
system and hardware platform

5. Todownload the agentgfit-cli c k on t he fabbuseSAUE&LINIASIoptianke

sure to savagentk he. Rver s h éasmnto find likatrepvotyeur Desktep

folder.

On your computerttange directory to where the downloddiée was saved.

Set theexecute permissioon thefi v e r -agernxr. ax . xfile by issuing the following

command from the t eraagemba.lx .fixx.hxnosdhd.44 versier

8. Execut e t-agenixfi vxe rxs. ixeirgano t thiel eersieraagembdx.x.k.shy and
follow the on screen prompts.

9. The installer informs you of the path it used to install the agent.

10. Once the agent is installed it will pregtyou for your Versiera ID and password to register the
host. Use the Versiera ID and password that you use to login to your Versiera web account.

11. If the Versiera ID and password were acceptedhtstwill get registered, receive a digital
certificate ad the agent willutomatically restart.

No

Notel Therotaing Versieraagent log file is located in /var/log/agentmond.log

Unattended Installation

1. Itis recommended that a Versiera Registration ID (Registration User) be created from the Versiera
ManagemenConsole Administration section. The Registration ID can not be used to access the
Versiera Management Console and protects the administrative Versiera ID.

2. Download the Versiera agent to the computer where it will be installed as outlined above.

3. To silenty install the Versiera Agent use the following command line:

a. versieraagentx.x.x.x.sh-- --usename=/ersieralD --passvord=password
--url=https://backend.versiera.com/versiera/badkeit.php

16
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Agent Installation - pfSense Firewall
VersieraAgent Installation instructions for pfSense Firewall

1. To install the Versiera agent you must have administrative access to the target computer where the

agent will be installed.

n

Use your browsr to navigate tittps://www.versiera.com/
3. Signin using your Versieraccount using your VersietB and password.
4. Check of the pfSense website the version of FreeBSD operating system used as the basis of the

paricular version of pfSense andwnload the appropriate Versiera FreeB&fent to your

f

desktop.
5. Todownload the agentgfit-cli c k on t he fbbuseSAUE&INASIoptianke
sure to savagentk he. Aiver sher fao dikeyomunbDesktofeldeeasy t o
6. On your computer change directory to where the downbbfildewas saved.
7. From the pfSense management web interface, go to Diagnostics and use the Command Prompt
section. Use the Upload option to transfer the file from your dpgkt pfSense. This will place
the Versiera agent installer to the pfSense /tmp directory.
8. From the pfSense console, setéxecute permissioon thefi v e r -agergxr. ax . xfiledoy s h 0
i ssuing the foll owing c¢omman d-agéntxo mt .txh ex .tsehromi n al

9. Execut e t-agentxil vxe rxs. ixeirddn o t fhiel eersieraagembdx.x.R.shY and
follow the on screen prompts.

10. The installer informs you of the path it used to install the agent.

11. Since pfSense uses different pathifestartup scripts you will need tmpythe

letc/rc.d/agentmond.sh startup sciigo /usr/local/etc/rc.d/agentmond.sh. This will be done
automatically in a future release of the Versiera agent.

12. As a last step you will need to register the Versiera ageyaur Versiera IDas follows

a. /usr/localllib/vrsagent/agent/12vrsagentreghosts https://backend.versiera.cornusename=/ersieralD

--passvord=password
13. If the Versiera ID and passwoadleacceptedthehostwill get registered, receive a digital
certificate andhe agent willautomatically restart.

Notei Therotaing Versieraagent log file is located in /var/log/agentmond.log

17
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Note It is recommended that\éersiera Registration ID (RegistratiorlUser) be created from the Versiera
Management Console Administration section. The Registration ID can not be used to access the Versiera
Management Console and protects the administrative Versiera ID.

18
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Agent Installation i DD-WRT

Versiera Agent Instdation instructions for EmbeddedPlatform

Prerequisite:

1. Itis recommended the embedded network device should have a minimum of 8MB flash and
16MB DRAM memory.

2. DD-WRT 2.4 SP1(or newer) installed otheembedded devicgBroadcom/Atheros Note- the
Standard andMega DD-WRT distribution versions are known to work with Versiera agents.

3. Embedded device should be able to connect to the Internet. Required to register the device with
Versiera Management Console.

Procedure:

=

Configure networkhelP address, sutet mask and gatewayn the embeddedetworkdevice
2. Configure DNS servers as the agent installation needs to be able to resolve
fhttps:// backend.versiera.com/ o0
a. Example:8.8.8.8and8.8.4.4(Google DNS)
b. Example:208.67.222.222nd208.67.220.2200penDNS)
Configure the time zonesing the DBWRT management interface
Configure thedate/time on the embedded network device.
a. Example:date-s 2(010.04.30-10:41
Optionally configurehe Network Time Protocol (NTP) to maintaihe correct time.
Enab | gfsot léfsgystein support using the BURT management interface.
Use your browser to navigate hittps://www.versiera.com/
Sigrin using youVersieralD and password.
Review the list of available host agents for download select the onmatching your embedded
network device and firmware.
10. To download the agentgfit-cli c k on t he abuseSAUE&LINASIoptianke
sure to savagentk he. Aversheértno somewherfeldeeasy to fin
11. Secure opythedownloadedversiera agent to the embedded device over ¢heark usinghe
¢ 0 mm ascplageftinstall.tar.gz root@xxx.xxx.xxx.xxx:/tmpo (agent may also be copied
from USB ifthe port isavailable on the device)
12. Log into the embedded dee console and change directarigh the commandicd /tmpo .
13.Extract t he ag danxzfafentinstall.tatgeiCdor.c hi ve i
14. Change directorywith the commandicd /jffs/opt/vrsagent/agent/1.32/0
15. Manually register théostii./vrsagenti reghosti s
https://backend.versiera.com/versiera/backend/rpc.phf .

W

©o NG
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16. During the installation, ven prompted, enter théersieralD and passworthat you use to sigm

to theVersieraManagement Consa

Verification:

e

o

Versiera agent configuration settings sawedn iVjffs/etchersiera/o directory.

Versiera agent startup scriptfVjffs/etc/config/agentmondwanupo.

Versiera agent is installed iifjffs /opt/vrsagento.

Verify thatthe agentisruninn g by epsiefd grep vrsagendfif it is not reboot the
embedded device.

Log into the Versiera websitgtps://www.versiera.comafter a couple of minuteke agent
shouldstart populating informatiofor the embedded device.

Review firewall rules and ensutigatthe firewall rules on the embedded deviegesetto permit
outbound communication on pat3/tcp(SSL)
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Agent Installation T OpenWRT

Versiera Agent Installation instructions foEmbeddedPlatform
Prerequisite:

1. Itis recommended the embedded network device should have a minimum of 8MB flash and
16MB DRAM memory.

2. OpenWRT 8.09.1(or newer) installed otheembedded devicBroadcom/Atheros)

3. Embedded device should be able to conretiie Internet. Required to register the device with
Versiera Management Console.

Procedure:

1. ConfigurethelP address, subnet mask and gateamyhe embedded device
2. Configure DNS servers as the agent installation needs to be able to resolve
fihttps://lback end . ver si era. com/ 0
a. Example:8.8.8.8and8.8.4.4(Google DNS)
b. Example:208.67.222.222nd208.67.220.2200penDNS)

3. Configure the time zone and date/time on the embedded network device.
c. Example:date-s 2(10.04.30-10:41
4. Optionally configurehe Network TimeProtocol (NTP) to maintaithecorrect time.
5. From the OpenWRToplgopused | e execute 0
6. From t he OpenWRTopky nstadl libbpensséx ¢ oui eashfial | required |
7. From t he OpenWRTopky mstadl libptteeaddx e cou ti enredtlibaalry! requi
8. Use your browser to navigate https://www.versiera.com/
9. Signin using youVersieralD and password.
10. Review the list of available host agents for download and select theatoking your embedded

network device and firmware.
11. To download the agentgfit-cli c k on t he fabwuseSAUE&LINASIoptianke
sure to savagentk he. Aversheértno somewherfeldeeasy to fin
12.Copy Ver s vesieraagengxe.rxshofo the embedded device over the network using
scpcommand
13. On c e vérdiemagentx.x.xxshd i s on the Open\WRiieezeotee dded devi c
permissioronthe file with the commandichmod 744 versieraagentXx.x.X.x.sho.
14. Run the Versiera agentstallerwith the commandh./versieraagentx.x.x.x.shd
15. During the installation, Wwen prompted, enter théersiera ID andpasswordthat you use to sign
in to the Versiera Management Console
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16. A firewall rule mayneed to be s&b permit outbound communicati from the embedded device
to VersieraManagement Consale Pl eas e r e v i e wiptdbles-lowarlhle rf wll d 0 wu snign ¢
firewall rul e can be ad/didinit.d/agentniohde Wy risitlee at ish@r a u
following line at line 66
d. iptablesi A OUTPUT ip tcpidport 4431 ACCEPT

Verification:

1. Versiera agent configuration settings saedn /etchersieradirectory

2. Versiera agent startup scrigt/etc/init.d/agentmondand a startup links
/etc/rc.d/S99agentmond

3. Versiera agent is inslled to/opt/vrsagent

4. Veri fy the agent pss$ef|gepvmsagand by executing A

5. Log into the Versiera websitgtps://www.versiera.comafter a couple of minuteke agent
shouldstart populating informtion for the embedded device.

6. The agent may be executed manually for debugging purposes by first stopping the agent
fYetc/init.d/agentmondsto® and running the agent manual ly
fYopt/vrsagent/agent/1.R/vrsagenti C /etc/versiera/agend .
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Versiera Manageme nt Console

Now that youodve aMersieraagerst onyodut hp&) iwe can irtrbduce gou to the
information available in the Management Console as received from the Versiera lgestgygested that
aminimumscreen resolution of 1024&8 be used when using Versiddanagement Consobnd for
optimum results 1280x1024 or highisrecommended.

WebBrowsers

The Versiera Management Consoléhie user web interface through which you are able to manage and
monitor your infrastructure techlogy. To use the Versiera Management Consaleb browser is
required.VersieraManagement Consoles been tested successfully with the following browsgosgle
Chrome Apple SafariOpera Firefox, KonquerorandMicrosoft Internet ExplorerOther browsers may
also work, but have not been tested. thetbest result€hrome, SafariQpera andrirefox browsers are
recommended.

Title Box

Once a user signs into Versiera, the main title box presents them withretfisieredCompany Name,
Versiera ID, andime zone information. Summary information is also provided on the number of registered
hosts and the numb#rat have noteporting inrecently

Exarmple Corporation
Signed in as: default (tmerica/Taronto)

vel ‘ ' Iel a 93 hosts registered, 53 hosts not reporting in

sdministration | Help | Logout

Main Screen Sections

VersieraManagemen€onsole has been designed for quick and easy traversal. Theereem is divided

into Sections. By clicking on a Section icon or title the user is taken to the informatioe fesstiective

section. Sections are then subdivided by context tabs. Other interface traversal options are also available in
the form of a setion dropdown boxes and web page breagtumb links.

vergler'a P B
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Table Data

Much of the information in Versiefslanagement Console presented in table formathe number of

rows per table may be controlled from 10, 25, 50, and 100 to suite user preferencpsefétesice is
configurable from any of the tables using the selections above the table. Once selected the preference is
saved and will be used throughout Versiera until changed by the user. The number of rows in a table is
presented at the bottom of théla When theaotal number of rows exceeds that of an individual table

page contrds are provided below the table as direction arraasjewtherest of therows. All table data

is available for download using comma separated values (CSV) or as dgpddatiment format (PDF)

file.

Example Corporation
Signed in as: default (Armerica/Toronto)

VE| ‘ 'Iel a 93 hosts registered, 53 hosts notreporting in @

Administration | Help | Logout

Wersiera >> Hosts Agents v

Rows per page: 10 | 25 | 50 | 100 Download table as: CSV (this page) | CSV (all pages)

Host LastIP External IP ISP Country Last Port Last Check-in SSL NAT HostUp v Delete Maintenance
FresBsD-64.bdeint 10.226.0.36  10.226.0.38  CLASS A ADDRESS SPACE FOR FRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:11 true false true ®
Windows-7-Home-Premium 10,226,045 10.226.0.48  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Intemal - 9050 2010-05-21 13:35:21 tue false true ®
OpenBsD41-DELLbdcint | 172.20.3.49  172.20.3.49 | CLASSB ADDRESS SPACE FOR PRIVATE INTERNETS | Internal - 9050 2010-05-21 13:35:24 true false true ®
archLinux 172.20.2.85 17220285 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 2010-05-21 13:35:29 true false true ®
wrt-buildsre 10.226.3.104 10.226.5.104 CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS, Intemal - 9050 2010-05-21 13:3459 true false true ®
this-csd1 80caz 10.226.3.148 |10.226.3.148  |CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS, nternal - | 9050 [2010-05-21 12:35:31 true false | true ®
bc01 308 10226036 10.226036 | CLASS & ADDRESS SPACE FOR PRVATE INTERNETS nfermal - 3050 2010-05-21 13:95:34 true false true ® ()
laSPLinus 1 2 172202180 172.20.2.180 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Infermal - 9050 2010-05-2113:95:33 true false true ® ()
sysadmins-mac-mintloral | |172.902 230 172,202,230 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS | Infermal - 050 2010-05-21 133508 true false | true ®
netbsdn] -iass 102265174 102263174 CLASS A ADDRESS 5PACE FOR PRIVATE INTERNETS. Internal - 050 2010-05-21 138513 true false  true ®

KMdrage |1 | of 10 93 rows) bW
Name ~| | contains v

SortingTableRows

The table data is presented with default sort orders based on a particular column in thenbdbleT
columns that havieeadingsn blue colourcan be used for sorting data rows. By clicking ontétde
column heading successively, that column will be used for sorting and alternate clicks will sort in
ascending and descending order.

Arranging TableColumns

Thedefault table column ordering in tables may be altered to suit preferences. By clickind dragging
a table column heading to the desired position between columns in the table and releasing, the column
ordering will be modified and saved as a preference.
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Filters

At the bottom of all tables there are three boxes diidler 0 buttonthatallow the selection of the desired
data to be presented in the table. Tégfemost dropdown box (shown below) for building a filter
expression allows the selection of the table column upon which the filter will be applied. Thedcapter
down box prowuies filter expressiotypes. Theright-mostbox provides user entered filtering criteria to be
usedin the expression for the target column.

By typingsuccessive characters in the righbstbox, VersieraManagement Consobkutomatically starts
to suggesvalues from the table datvhich can be selected and appli€de user may prefer to only enter
partial data for filtering, such as several characters of a name.

VersieraManagement Consofgermits the use of multiple filters against a table to reduceuhwer of
rows and present thagptimum data set.

Marme ¥ || contains | I Filter
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TheHostsection providean overview of host communication informatidrable rows show host
communication information and confirm the host is successfullyrtiggdn. Table rows in ieow show
hosts that have been successfully registered, but have not submittdtarigformation. Table rows
highlighted inred, indicate hosts have not submitted any information to Versiera within the last five (5)
minutes. In generdhe host installd Versiera agenwibmit quickii h cugdstatus every sixty (60)
seconds.

Rows per page: 10 | 25 | 50 | 100  Download table as: C5W (this page) | CSY (all pages)

Host Last P External IP ISP Country LastPort  Last Check-in  SSL MAT HostUp v Delete Maintenance
FreeBsD-64 bdc.int 10.226.0.38 10.226.0.38  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:11 true false true ®
Windows-7-Home-Fremium |10.226.0.48 | 10.226.0.48 | CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:21 true false true =
OperBsD4l-DELL bdcint  172.20.9.49  172.20.3.49  CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 2010-05-21 19:35:24 true false true 3]
archLinux 172.20.2.85 172.20.2.85 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 19:35:28 true false true 3]
wrt-buildsry 10.226.3.104 10.226.3.104 CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:34:59 true false true =
this-cf5d180ca2 10.226.3.148 10.226.3.148  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:31 true false true =
balcD 1 sriE 10.226.0.36  10.226.0.36  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 19:35:34 true false true 3]
ASPLinux12 172,20.2.180 172.20.2.180 CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 2010-05-21 19:35:93 true false true 3]
sysadmins-mac-minilocal | 172.20.2.230 172.20.2.230  CLASS B ADDRESS SPACE FOR PRIVATE INTERNETS  Internal - 9050 2010-05-21 13:35:08 true false true =
netbsd401-1386 10.226.3.174 10.226.3.174  CLASS A ADDRESS SPACE FOR PRIVATE INTERNETS Internal - 9050 2010-05-21 13:35:13 true false  true =
MdPage 1 | of 10 @3 rows) b M
Marne v | | contains v

ViewingHosts Table Information
The table data provides the following information:

Host i the hostname of the system registered with Veaskeach name ialso a link thatvhen
clicked on will take youtothbost s s unagear y p

Last IP T thelP addres®f the hosused by the agent to communicate to the Versiera
management system.

External IP T the IP address seen by the central Versiggmaagemergystem while

communicating tahe host agentrternet publidP addresk The IP address seen by Versiera may
belong to another host device such as a firewall acting to perform network address translation
(NAT).

Last Port i the listening port number of the Versiera agent running eintist

Last Checkin i the data and time of the last agent chigkvhich in common usage should be
updating once every minute
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SSL T a Boolean value of true/false on whether the communications between theageentral
Versiera systensiusing secursocket layer (SSL)

NAT - aBoolean value of true/false on whetlilee network address as seen by Versiera
Management Console during agent chetkiatches one of the network interfaces of the
particular host. If the value is TRUE, an intermediate devitkercommunication path is
translating the network address of the host with the Versiera agent with one of its own.

Host Upi a Boolean value that shows whether thet hgent is up and implies that the host must
alsobe up

Deletei the button to unregist a hostand remove its information from the Versiera Management
Console. The Versiera agent on the aifitno longer be authorized to cheakto the Versiera
Management Console.

Maintenancei the button to enable/disable the maintenance state foea gost. When a host is
placed in maintenance state any monitoring alerts are suppressed.
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Host Groups

TheHost Groups are usad simplify management and monitoring taskkere are two types of groups

static and dynamic. Static group members amiatly defined by adding hosts to the group. Dynamic

group members are automatically determined based on one or more rules regarding host properties. For
example a Dynamic Groups may be based on hosts that reside on a particular network, hostdawith simi
operating systems, or hosts with similar running programs.

ViewingHost GroupsTable Information
The table data provides the following information:
Namei the name of the host group.
Descriptioni additional information about the group
Membersi thenumber othosts in théhost group
TypeT the host group typestaticor dynami¢
Edit 1 the buttorto edit the list of members of the host group

Deletei thebutton to delete a host group

Rows per page: 10 | 25 | 50 | 100 Download table as: 5V (this page) | C5W (all pages)

Name 4 Description Members Type Edit Delete
bind DN servers 2 static E] @
FreeBSD | BSD 15 dynamic [E] ¥
Solaris Fal) 5 dynamic E] @
Windows | Microsoft 05 17 dynamic E] @
[ 4 Page 1 of 1 {drows) p
Mame v| |c0ntains v| | | [ Filter ]
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Create New Host Group Form
Namei the name of the host group
Description 1 additional information about the host group

Type i the host group typstaticor dynamic

Description

I (e

GroupPropertiesi Static Host Groups

To update the static groups, use the AEdit Group Memt
et her atiHeabiileww or fASelectedodo and then clicking on the
groups in and out of the groupds membership. Pressirt
the Host Group memberships.

DNS servers

N )

Available Selected

9 205-client - a OpenBsD-45. bdc.int

alex-vrsbuild0l 3 a OpenBSD41-DELL bde int
ALT-Linux-4.1

archlinux

Rows per page: 10 | 25 | 50 | 100 Download table as; C3Y (this page) | C5V (all pages)

Host = LastIP  External IP Last Port  Last Check-in  SSL NAT Host Up
OpenBsD-45.bdc it 10226.0.45 10.226.0.43 9050 2010-01-21 20:27:35 true false false
OpenBSD41-DELLbdc.int | 172.20.3.49 172.20.3.49 9050 2010-02-19 15:16:23 true false true

4 4 Page 1 of 1 (2 rows) p |
Narme | [contains ™ | |
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Group Properties Dynamic Hos Groups
Op i logical operatorsand, or) for use with multiple rule sets

Invert T checkbox that applies theot logical operator to the Rule

Field i drop-down box that includes all possible host properties to be evaluatedrirethbership

Rule

Rule 1 drop-down box of rule types to be used in thembership Rule

Valuei the user supplied value for evaluation

Commiti thebuttontoappl y a created Rule to the
Deletei the button used to delete a givenl®

Add Rule i thebutton forthe addition of aother dynamic group rule to a RuletS

Rebuild Membersi thebutton is used to generate or update tabkegrbup members

Group Propertie§ Dynamic Host Group

=

Dynamic Group Rules

op Invert Field Rule Value Commit Delete

O |[streos v| [contains ] [freebsd '@ 3]

Group Mernbers

Rows per page: 10 | 25 | 50 | 100 Download table as: CSV (this page) | C5Y (all pages)

Host = Last IP External IP Last Port Last Check-in 55L NAT Host Up
FreeBSD-64.bdeint 10.226.0038  10.226.0.38 3050 2010-01-21 20:27:06 true false false
FreeB3D-7.1 172.20.2.110 172.20.2.110 2050 2010-02-1915:11:34 rrue false true
FreeBSD-7 bdcint 172.20.2.142 172.20.2.142 9050 2010-02-19 15:12:40 true false true
FreeBSD-72 172.20.2.145 172.20.2.145 8050 2010-02-19 15:11:58 true false ftrue
FreeBSD-8-0-betal bdc.int 172.20.2.92  172.20.2.82 2050 20089-12-26 09:38:22 true false false
FreeBSD-8.bdc.int 172.20.2.68 172.20.2.68 9050 2010-02-1915:12:11 true false true
freebsdZ Ovm.bdc.int 172.20.2.137 172.20.2.137 9050 2010-02-19 15:12:31 true false true
freebsd?2-amd64bdeint | 10.226.2.165 10.226.2.165 3050 200%-06-1114:03:07 true false false
freebsd&0-amdé4bdcint | 10.226.5.173 10.226.3.179 2050 2010-02-1915:12:39 true false true
freebsd80-i386 bdc.int 10.226.3.181 10.226.3.181 9050 2010-02-19 15:12:23 true false true

HdPage 1 |or2 0Srows b i
| Errr— \

Host
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Schedules

Schedules are uséar creating and managing timetabtaat can be used to control when actions are taken.
Schedules can be used for Monitoring, Jobs,fandettingtime intervalsover whichNotifications should

be sent out. Schedules are evaluated by the Versiera central system. Since késpiedatamthe

remot e ho s tshe scheduled timésfare batsed on the local time of the remote hosts. That is to
say that if a schedule to start a host backup job is scheduled to run at 22:00 on several servers located in
different time zones, Versiera Wiffer the job to each servers based on when 22:00 is effective for them.
This also applies for schedules used in user notifications. Each Versiera user configures their respective
time zone, so any schedules for notifications apply to the users batezirarspective time zone. The
process of creating a schedule requires that at leaRuaeSebe created to set a time zoneRAle Sets

itself comprised of one or more individuRlles Schedules can be comprised of multiple Rule Sets to
accommodat particular timing requirements. In general terms:

1 AsingleRule Sets a logical expression fored by individualRulesconnected with the logical
conjunction (logical AND)

1 A Schedulés a logical expression formed by a grougrofie Setsonnected witlihe logical
disjunction (logical OR)
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ViewingScheduls TableInformation

The Schedules table data provides the following information:

Schedules

Fows per page: 10 | 25 | 50 | 100 Download table as: C5V ithis page) | C5W (all pages)

Name =& Description Edit Delete

From 11-1Zpm Dewvelopment E @
From 12-Tpm  Production E @

From 15-1a staging E @
Id 4 Page 1 of 1 (3rows) b

|Name vl |contains vl | | [ Filter J

Namei the name of a particular schedule
Descriptioni additional information about the particular schedule
Edit i the button allows the update of a particular schedule

Deletei the delete button removes a particular schedule

Create New Schedukorm

Creat edule

|

I

Namei the name of the schedule
Description i additional information about the schedule

Once a schedule has been créatme or more RULE SETS need to be associated with the
schedules that define when actions should take place.
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Create New Rule SEbrm

Editing Schedule: From 12-1pm

Schedule Properties

Production

Cescription

I (s

Schedule Rulesets

Rule Commit Delete
Match weekday: sy (e 1w Blwe Oth O Osa @ 3]
After tirne: : @
Eefare time: : @

Eule Type | Match weekday v|

Rule Typei a dropdown box to select a particular rule type

Match weekday
After day of month
Before day of month
After time

Before time

After date and time
Before date and time

=a =4 =4 -8 -8 a9

Create Rulei button to add a new Rule Type from the ddgwn window to the Rule Set

Delete Rule Sei button to remove an entire Rule Set rather than individual rules in a set
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Sample Rule Set

The sample Rule Set is comprised of three separate Rules that form a logical expression having been
connected with logical conjunction (logical ANO3ivenRule Set can be used to run a particular job every
day of the week between 8:00am and 1:00pm. IDdtemust be repeated during the scheduled times, then
an Interval time should be configured for the particular Job.

Rule Commit Delete

tatch weekday: M sy M o M 10 M we M 1h ¥ pr ¥ 52 [8] [x]
After time: IB ‘I :IIZIIZI vI E
Eefore time:; I 13 "I : I uln] "I E

Eule Type I Match weekday j
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Sample Schedule

The following sample Schedule will perform the associated Job during weekdays betweé96:a0d
17:00-18:00.

Wersiera >> Schedules

Editing Schedule: Sample Schedule

Schedule Rulesets

Fule Commit Delete

Match weekday: DSuBMnBTuBWEBThEFrDSa E
After tirme: : E
Eefare time: : E

Eule Type |Match weekday IL”

Rule Commit Delete

Match weekday: DSuBMnBTuBWEBTh@FrDSa E
After tirme: : E
Before tirme: : E

Rule Type |ru1at|:h weekday t”
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Jobs

Jobs areised to perform remote host operations. Jobs are compriSadipf operationshosts to whom

the jobs are assigned aogtional schedules and prerequisit8sripts include predefined operations such
as User or Process Management orses definedunctionswritten in Bluescript language. In creating a
Job, he first step is t@electa Script that defines the desired operation required on a remogg).hdskt, a
Job is configuredassociated with theelectedScriptand assigned to eror more hostOnce the Job has
been configured and savids automaticallypublished by the central Versiei@ acceptance by remote
hoststo whom the Job has been assignibs are accepted and initiated for execution by the remote host
Versiera agnts.During a checkn, theagents on remoteost querythe central Versiera system whether
there are any schedulédbs for them to perfornif a Job has been assigned to a particular remote host it
will be accepted by the remote host agent and executed

Job Chaining

Job Chaining is used to specify an order betwetatedJobs and to establish a prerequisite for the
successful completion of odeb before another is executed. This capability is useful for such operations as
dumping the contents of a dhiase before starting the backup of the database dump data.

There are two types of Versiegaripts
Thefirst arepredefined Script Models:

User Management (Add/DeleBisableChange Password)
Process Management (Start/Kill)

Service/Daemon Control (SteBtbp/Restart)
SoftwareDistribution (exec, msi, installshield, rpmipkg, pkg)
Software Removalexec, msi, installshield, rprdpkg, pkg)
Host Shutdown/Reboot/User Logoff

=4 =4 =4 -4 -4 -9

Thesecondare Scripts writtety Versiera users to perform custom tasgmg Bluécriptlanguage
(embedded agent language similar to T@QI9tei full Bluescript language documentation has not been
officially releasedAlso the current implementation limits Bluescript script to 64KB.

User Management

The User Managemedbbsare used fomanagement of local host user accounts. Jdtescan perform
account operations including adding, deleting, disalditgpuntsaand changing passwords. For
environments where a single sign directory service is not available or not practical, tdessmay be
useful in maintaining a set of synchronizsastaccouns and associated passwords.
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Process Management

The Process Managemelatbsinclude operations for starting and killing of application processes.
Applications started by Versiera agents aretatbin the same security context as Versiera agents.

Service/Daemon Control

The Service/Daemon Contrdbbsinclude operations for starting, stopping and restarting Services
(Windows) and Daemons (Unixjs an example in using this Job type, it is posstblfaitover a

production web server environment to for disaster recovery purposes or maintenance by enabling the
services on a secondary site and shutting down services on a primary using scheduling.

Software Distribution

The Software Distributiodob ype provides the ability to remotely install software packages located on
web servers using the HTTP transfer protocol. This provides the ability to perform centralized software
distribution to one or more remote systems.

RequirementsConfiguration of éSoftware Installatiodobrequires that the software to be
delivered is placed on a web server accessible to the remote hosts. The software delivery transport
mechanism uses HTTP protocol (port 80/tpgopy the file to the selected host(s)

Software Pakage Types

Windows- Microsoft Windows the Single Executabiuth as Microsoft Hotfixes),
Microsoft Installer Package (MSI) and InstallShield (ISS)

LinuxT Red Hat Package Management (RPM) and Debian Packag@eDP
Management Systems

FreeBSD/NetBSD/Opei®®1 FreeBSD Ports collections (PKG)

Software Removal

The Software Removdlobtype provides the ability to remove software applications on remote hosts using
the remote hostds particular software management

Host $iutdown/Reboot/User Logoff

The Shutdown script type provides a number of remote host operations including host shutdown, host
reboot and the ability to force a user to logoff.
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ScriptsTab

The Scripts table data provides the following information abouiguned scripts:

[ JobStatus || Job Histary |

Fows per page: 10 | 25 | 50 | 100 Download table as: CSW {this page) | C5V (all pages)

MName = Description | Serial Edit Delete Type
piccalo-to-Fedara-9 = @ @ Software Distribution
Piccalo-to-Fedaras 4 @ Software Distribution
Feboot z @ Shutdaown
rermove-lynx-from-Centos 2 @ Software Distribution
Fun Stuff host command 2 @ Script
shutdown 1 @ Shutdown
waet-to-freebsds 3 @ Software Distribution
waet-to-slackware-11 2 @ Software Distribution

Size

45

H{Page of 2 {18 rows) b M

|Name v| |c0ntains vl | | [ Filter ]

Namei the name of a particular script

Descriptioni additional information about the particular script

Serial i a numeric value that automatically increments each time a script is modified

Edit i the button allows the update of a peutar script

Deletei the button allows the removal of a particular script

Typei provides information whether the script is explicit or based on a predefined model

Sizei provides the size of a script
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Creating a Job
There are several steps in creatrtzasicJob:

1. Create a Script usintpe Create New Script Forrand selecting onef thebuilt-in Script
Models.

Create New Scri[ﬁorm

e ]

Descriptiaon

Script Type i A |

I ¢

Namei the name assigned to the particular script
Description i information or details about the particular script

Script Type i script type (Process Kill, Process Start, Script, Service Control,
Shutdown, Software Distribution, Software Removal, User Managgment

2. Configure the ScripProperties using the Script Properties Form

Scrlpt PropertlesForm

terminate application

Namei the name thscript
Description i information or details about the script

Serial i a numeric value that automatically increments each time a script is
modified
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3. Configure theScript Content Form

Script Propertieg-orm

Scripe

Process Namé the name of the application proses Kkill

4. Createa new Job using th@reate New Job Fon.

Create New Job Form

Create Mew Job

Description

Script | -- Mane -- L
5 Ale -- Mone -- b

Inte i

Namei the name assigned to the particular job
Descriptioni (optional) information or details about the particular job

Script T drop-down windows allowing the selection of eript name to be
assigned to the job, previously created in the Scripts tab

Schedulei (optional) dropdown window allowing the selection of a schedule
name to be assigned to the job, previously created in the Schedule Section

Interval T (optional) the nmber of seconds between particular job repetitions
for situations when a particular job must be performed continuously
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5. Select the hosts or groups of hosts wherecthated Jobwill be performed.
6. Associate the configured Script instance with the Job.
7. Save thecreatedlob.

Script Propertieg-orm

ts [ Job Status [ Job History )

Description

Available Selected

All = 9 ASPLInUx1Z
Fona
W presmsn
-2F Solaris |
|\.ri editor v
O
O
|~ MNone -- >

ite
[

Job Event Motification

Contact |Helpdesk .".,
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Jobs T

The Job

Script:

Jobs

ake

s table data provides the following information about configured jobs:

Name <

20100406-
Hotfix-
KEG20524

5 Job Status lob History
Rows per page: 10 | 25 | 50 | 100 Download table as: C5W (this page) | C5Y {all pages)
Description Hosts Script IOD, - Use Schedule Interval Disabled Edit Delete Browse Notification
Prerequisite Draft {secs)
AllWindows HatFix-
2003 servers | © KBgZOS24 | |1ONE false | nane false B ® ® CONGACT |Helpdesk ¥

Filters
Mame cont

I 4 Page 1 of 1 {1 rows) p

ains 20100406-Hotfix-KEB20524 [E]

Marme

| [contains || Filter

Namei the name of a particular job

Descriptioni additional information about the particular job
Hostsi the numbepf hosts assigned to a job

Script T the name of the script associated with the job

Use Drafti the Draft checkbox applies tonly those jobs defined asi$ot typerather han Job
Models(i.e. Software Distribution)By selecting the checkbox, tiraft version ofa scriptwill
be usedn place of the Bdy of a script. This is helpful for testing new versions of scripts.

Schedulei the name of the schedule associated with the job
Interval T the interval in seconds to repeat the job

Disabledi Boolean valualefining whether the script is disabled
Edit 1 the button for updating of a particular job

Deletei the button for removing of a particular job

Notification T the contact that should be notified of the job progress
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Job Statugabe

[ Jobs || Scripts | QIESEEGEWEER | Job History |
Job Status

Rows per page: 10 | 25 | 50 | 100 Download table as: C5V (this page) | C5YW (all pages)

Job Host Instance Start Stamp Stamp ¥ State Data Delete
Eeboot during period | MetB5D-40 46 2010-02-24 15:45:22 2010-02-24 15:458:22 end E]
Eeboot during period | W2K3 43 2010-02-24 154751 2010-02-24 154752 end E]
FEeboot during period | ASPLinux12 42 2010-02-24 154705 2010-02-24 15:47:06 end E]
REeboot during period | Saolaris10 g6 Z010-02-24 154506 2010-02-24 15:46:08 end E]
Install Acrobat Reader| xp-deskpro-en 4/ Z005-08-18 101747 2008-08-15 10:17:47 start E]
hynx-to-CentQ5-52 CentD5-52 4 2008-08-05 16:43:04 2005-08-0516:43:13 end E]
piccola-to-Fedaora-9 | Fedora-9 1 2008-07-151526:59 2005-07-1515:27:35 end E]
K4 Page 1 of 1 (7 rows) b
|J|:|b V| |c0ntains Vl | | [ Filter ]

The Job Status de data provides the following information about the execgtatusof jobs:
Job 1 the name assigned to the job
Hosti name of a host from list of hosts assigned to the job
Instancei the number of time the host attempted to complete the job
Start Stampi the date and time for starting the job by the host

Stamp’ the date and time the hogtersieraagent updated VersieManagement Console on the
Jobstatus

State’i the current state of a jolgifeued, start, end/failvait)
Datai any data returned fronhe job execution

Deletei thebutton for removing of thdob statusable record

Rerunning Jobs

There may be situations where a particulaibneeds to be run more than once on a particular host such as
when itfailedto complete. In that situatidbeleting the particular job row for a given host from theb
Statugtable will enable the remote host to run the job again within the next five (5) minute interval.
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Job HistoryTale

[ lobs | [ Scripts || Job Status | QLglE

Job Histary

Eows per page: 10 | 25 | 50 | 100

Download table as: C5Y {this page) | C5W (all pages)

Job Host

Feboot during period, Solaris10
Reboot during period |Solaris10
Feboot during period MetBSD-40
Feboot during period MetESD-40
Feboot during period, MetB50-40
FEeboot during period, [WZES
Reboot during period, |WZ2K3
Feboot during period, [WiZK3
Feboot during period, ASPLinux12
Feboot during period ASPLinux12

Instance

67
67
46
45
48
43
43
43
4z
4z

Stamp ¥

2010-02-24 15:49:08
Z010-02-24 15:49:08
Z010-0z-z24 1504522
Z010-02-24 15:48:22
Z010-02-24 15:48:22
Z010-02-24 15:47:.52
Z010-02-24 15:47:51
Z010-02-24 15:47:51
Z010-02-24 15:47:06
2010-02-24 15:47:05

State

queued
start
queued
start
end
end
queued
start
end

queued

Data

M 4 Page EI of 60 (592 rows) b M

|]u:ub Vl ||:ontains Vl |

- [Fitter |

The Job History tab provides the following information for review of ojderecords:

Job 1 the name assigned to the job

Host1 name of a host from list of hosts assigned to the job

Instancei the number of times the job was executed by the host agent

Stamp’ the date and time the historical data was saved

Statei the data reaa on the job execution statgugued, start, end/fail

Datai any data returned from the job execution

44



ver‘g iera

Exampleof a Jobi Software Distribution

As an example we will demonstrate how it may be possible to disttiep@pularFirefox web browser
to oneor more Windows computers. The following sample provides an overview of creating and executing
a Software Distribution Job:

1. Obtain theFirefox Windows Installer package from
http://www.frontmotion.com/Firefox/download_firefox.htm
2. From thefiScript®tab, create aewsoftware distribution script.
A Name: MSI install Firefox
A Description:  New install
A Script Type: Software Distribution
3. ThefScript Propertieé form will be presented and ihme the above entered
information. If the form needs to be revised, make the necessary changes and click on the
Updatebutton. TheSerialnumber will increment by 1.
4. The next step is to complete titgcript Conteriform and click the Update button once

done
A Package Name: Firefox-3.6.2enUS.msi
A Package Version: 3.6.2
A Check Presence Before Install: (leave unchecked)
A Install Method: msi
A Package URL:
http://hicap.frontmotio n.com/Firefox/Firefox-3.6.2enUS.msi
A Answer File URL: -
A Arguments: -
5. From thefiJobtab, create a new job:
A Name: 20100406-Firefox
A Description: All desktop computers
A Script: MSI install Firefox
A Schedule: -
A Interval (secs): -

6. Fr o m Etithan ff,agssign tgob20100406Firefox to one or more hosts from the
availablelist. Click on the Update button to save the form contents.
A Use Drafti leave unchecked
A Schedulé | e a v e Noaes-fi fi
A Internal (secs) leave blank
A Disabledi leave ughecked
A Prerequisitd | e a v & Nomes i fi
7. Select the desired Contact for job naotification and click on the Subscribe button.
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Example’ Microsoft Installer (MSI) Software Distribution Configuration

New install

[Firefox-3.6.2-en-Us.msi

[25.2

O

W

L

Ihttp:.l'.l'hicap.frontmotion.com.I'Firefox [Firefox-3.6.2

\

A1l desktop computers

Aovailable

Selected

@AII
bind
@FreeBSD

Solaris ]

[ Ml install Firefox v

O

-- Mone -- [l

]
O

| -- Mone -- l\g_

[
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Example of a Job Software Distribution

As an examm we will demonstrate hoto create a jolo distribute a Microsoft Hotfix to one or more
Windows computers.

1. Obtainthe KB82052Hotfix executable file from Microsofind make it accessible on a
web server via HTTP.
2. From Stript® @ ab, c ofevard distrilrution npt. s
A Name: HotFix-KB820524
A Description: Windows Server 2003
A Script Type: Software Distribution
3. T h escrifit Propertieé f orm will be presented and include
information. If the form needs to be revised, make thesszeg changes and click on the
Updatebutton. TheSerialnumber will increment by 1.
4. The next st ep ScriptConteric d mp Ime taen dt tkd itk t he Updat

done:
A Package Name: KB820524
A Package Version: 1.0
A Check Presence Before Install (leave unchecked)
A Install Method: exec
A Package URL: http:// 10.1.1.2/software/kb820524.exe
A Answer File URL: -
A Arguments: -g-n
5. FromJobe t@b, create a new job:
A Name: 20100406Hotfix -KB820524
A Description: All Windows 2003 servers
A Script: HotFix-KB820524
A Schedule: -

A Interval (secs): -

6. Fr om Edithle® Af or mthe2al180&06Hotfix -KB820524job to one or more

hosts from the available list. Click on the Update button to save the form contents.

A Use Drafti leave unchecked
A Schedlei | e a v e Noaes-fi fi
A Internal (secs) leave blank
A Disabledi leave unchecked
A Prerequisitd | e a v & Nomei fi fi

7. Select the desired Contact for job naotification and click on the Subscribe button.

47



verfpiera

Examplel Microsoft Hotfix(EXEC)Software Distributbn Configuration

[labs [ Job status [ Job History |

Editing Script: HotFix-KB820524

Windows Server Z003

EC
O e
L

L
Ihttp:.f.fl 0.1.1.2fsofware [kb320524.exe

o

20100406-Hotfix-KESZ0524

A1l Windows Z003 servers

Aovailable Selected

All

-3 bind
gFreeBSD

-F Solaris ]

HotFix-KBS20524 I~

O

-- Mone -- il

1
O

| -- Mone -- el

I (i

\
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Example of a Job Software Removal

As an example we will demonstrate htmcreate a jolio remove Firefoxveb browser from one or more
Windows computers.

1. FromStribt® @iab, create a new software removal s
A Name: MSI remove Firefox
A Description: remove install
A Script Type:  Software Removal

2. T h &crifit Propertieé f or m wi | | be presented and include

information. If the form needs to be revised, make the necessary changes and click on the
Updatebutton. TheSerialnumber will increment by 1.

3. 1t is necessary to determine the apgdl i cation |
or Remove Prograniss in the Windows Control Panel or as
fiVersiera >> State >> Softwaré . T hi s auaeth below aslthe Pagkage Name.

For Firefox 3. 6. 2 MoZil@Firefox @eUSh s recorded as A
4. The next st ep ScriptConteric d mp Ime taen dt tkd itk t he Updat

done:

A Package Name: Mozilla Firefox (en-US)
A Package Version: 3.6.2
A Check Presence Before Install: (leave unchecked)
A Install Method: msi
A Package URL: -
A Answer File URL: -
A Arguments: -

5. Fr om Job®e t @b, create a new job:
A Name: 2010040-Firefox
A Description: All desktop computers
A Script: MSI remove Firefox
A Schedule: -
A Interval (secs): -

6. Fr om Etithe® Af or mthe2@l18C07krefox job to one or more hosts from

the available list. Click on the Update button to save the form contents.

A Use Drafti leave unchecked
A Schedulé | e a v e Noaes-fi fi
A Internal (secs) leave blank
A Disabledi leave unchecked
A Prerequisitd | e a v & Nomes i fi

7. Select the desired Contact for job naotification and click on the Subscribe button.
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Example’ Microsoft Installer (MSI) Software Removal Configuration

[ lobs (Job Status | lob History

Editing Script: M1 remowe Firefox

remove install

EDN
[
L

.

ercripts\Hrjob Status\”rjob Histor\,r\[
0100407 -Firef

A1]1 desktop computers

Available Selected
@AII
o ping
g FreeBsDr
< 3F Solaris l\:-i
| M5l remowe Firefox lv__,
O
-- Mane -- l\i,
O
-- Mome -- v

I [t

\
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Example of a Job Service Contro{Windows)

As an example we wiltreate a jolbo START the TELNET service on a Windows computer. The TELNET
service is normally DISABLED and to start it, the service needs to be configured to MANUALLY start.
The following sample provides an overview of creating and executing Service Control Job on Windows:

1. Fr o m Stript®
A Name:
A Description:
A Script Type:
2. T h &crifit Propertieé

i ab,

C sergice tanmtrokeriph e w
Telnet service

start service for remote connection testing

Service Contrd

form wil!|l be

presented

and

ncl ude

information. If the form needs to be revised, make the necessary changes and click on the
Updatebutton. TheSerialnumber will increment by 1.
3. ltis necessary to determitize Service Namef the service to be controlled as it is
recorded in Microsoft Management Console Service Sméyelow TheService Name
will be used below as thgervice Name in the Script ConteRbrthe Telnet servicthe

name i S

r TentSpor(cdse sensiivwe) i

Telnet Properties (Local Computer) @E|

General | Log On | Recovery | Dependencies

TtSvr

Service name:
Dizplay name:

Description:

Fath to executable:
W IND O S S pstem32itintewr. exe

Startup type: Manual

Service status:

Stopped

from here.

Start parameters:

Enables a remate user to log on to this computer and A
un programs, and supports vanious TCP/P Telnet

“f'ou can specify the start parameters that apply when vou start the service

e

4, The
done:

A Service Name

A Perform Action

next

5. FrpmJ(bbﬁ)etﬁab,

A Name:

A Description:
A Script:

A Schedule:

A Interval (secs):

6. Fr o m Etithed fAf or mthe2@18008Teimet job to one or more hosts from the
available list. Click on the Update button to save the form contents.

TIntSrv
start

create a new |
201004@-Telnet

connectivity tesing
Telnet service

ob:

st ep ScriptConteric d rap Ime taen dt kte ift k
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Use Drafti leave unchecked

Schelulei | e a v € Noaes-ii fi

Internal (secsj leave blank

Disabledi leave unchecked

Prerequisité | e av @ Nomei fi i

7. Select the desired Contact for job natification and click on the Subscribe button.

> v D > >
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Example’ Service Control (Windows)

[labs |

Editing Script: Telnet service

[Job Status | Job History |

testing

12

ial
L.

—

start sService for remote conhection

connectivitcy testing

Available

Selected

All
~2F hind
@ FreeBsD

- 3F Solaris

|Te|net service

O

-- Mane -- [l

[ ]
O

| -- Mone --

||

I (v

\

53



ver‘g iera

Exampe of a Joli' Service Control (Linux)

As an example we wiltreate a jolto STOPaweb servefHTTPD) on a Linux computer.

1. From Stript® @ ab, csereiecantroberiph e w
A Name: Web server
A Description:  stop httpd
A Script Type: Service Control
2. T h &crifit Propertieé f or m wi | | be presented and include
information. If the form needs to be revised, make the necessary changes and click on the
Updatebutton. TheSerialnumber will increment by 1.
3. The web server daemon name (initigt) on the particular system used for the example

is httpd.
4. The next st ep ScriptConteric d mp Ime taen dt tkd itk t he Updat
done:
A Service Name: httpd
A Perform Action: stop
5. Fr om Jtb®e t @b, create a new job:
A Name: 201004®-httpd
A Description: stop httpd daemon
A Script: Web server
A Schedule: -

A Interval (secs): -

6. Fr om Etithe® Af or mthe2@18C&0%gtpd job to one or more hosts from the
available list. Click on the Update button to save the form contents.

A Use Drafti leave unchecked

A Schedulé | e a v € Noaes-fi fi

A Internal (secsj leave blank

A Disabledi leave unchecked

A Prerequisitd | e a v & Nomes i fi
7. Select the desired Contact for job naotification and click on the Subscribe button.
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Example’ ServiceControl (Linux)

[ Jobs [ Job Status [ Job History |

Editing Script: Web server

Stop httpd daemon

EI
. m

[ Scripts || JobStatus |/ Job Histary |

oo

20100409-httpd

stop httpd daesmon

Avwvailable Selected

Al 9 ASPLinUx1 2
ﬁbind
~ 3P FreeBSD

- 3F Solaris

|Web Server sl

O

-- Mane -- el

L]
O

| -- None -- ~]

Prereq e
\
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Example of a Job Process Start (Windows)

As an example we wiltreate a jolto remotelyStarta Procesqapplication) on a Windows computer. In

our simple exampléhe jobstarsthe Adobe Acrobat Readé&kindows application on a neote Windows

computer. It should be noted that gtartedfiacroRd32.exé pr ocess is visible in Task
does not appear on the Desktop as it is running in the security context of the System and not the logged

user. The following samplergvides an overview of creating and executing a Process StadrJob

Windows:

1. FromStript@ @ ab, cRrozest SHadaipt.n e w
A Name: Acrobat Reader
A Description: start the acrord32.exe application
A Script Type:  Process Start
2. T h ecrifit Propertisd f orm will be presented and include
information. If the form needs to be revised, make the necessary changes and click on the
Updatebutton. TheSerialnumber will increment by.1
3. The fully qualified path to the application must be knoag it needs to be entered in
Script Contenform.
4. The next st ep ScriptConteric d mpIme taendt ke itk t he Updat

done:
A Command: c:\Program FilesAdobe\Acrobat 7.0\ReadeNAcroRd32.exe
A Options: -
5. FromlJobe t@b, cjobeate a new
A Name: 20100416Acrobat
A Description:  All desktop computers
A Script: Launch Notepad
A Schedule: -

A Interval (secs): -

6. Fr o m Edithle® iAf or mthe2@l801i0 ganobat job to one or more hosts from

the available list. Click on thdpdatebuttonto save the form contents.
A Use Drafti leave unchecked
Scheduld | e a v € Noaes-i f
Internal (secs) leave blank
Disabledi leave unchecked
Prerequisité | e av @ Nomed fi A
7. Select the desired Contact for job natification and click on the Subdmrttn.

> > > >
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Examplel Process Start (Windows)

[ Job Status |/ Job History |

Editing Script: Acrobat Reader

start the acrord3iZ.exe gapplication

riptian

EX—

rrmand IC:';';Program Filesi\AdabelAcrobat 7.04 \Reader i/

s I
I -
\

fScripts}frjob Status}frjob Histor\,r‘}

L1]1 desktop computers

Available Selected

All
@ bind
FreeB5D

Solaris

[ ]
O

| -- Mone -- -]

I (v
L
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Example of a Job Process Kill Linux)

As an example we wiltreate a joltio remotelyKill a Procesgapplication) on d.inux computer. In our
simple exampleve terminatehefi Vi 0 e di t o r nwoccompuater. e followieg sdmiple provides
an overview of creating and executingmcess Kill Job foLinux:

1. FromStript@ @ ab, cRrozess Kliscrdpt. ne w

A Name: Vi Editor
A Description: kill the vi editor application
A Script Type:  ProcessKill
2. T h &crifit Propertieé f or m wi | | be presented and include

information. If the form needs to be revised, make the necessary changes and click on the
Updatebutton. TheSerialnumber will increment by 1.

3. Theapplication name to be termied (killed)must be known as it needs to be entered in
Script Contenform.

4. The next st ep ScriptConteric d mp Ime taen dt tkd itk t he Updat

done:
A Process Name vi
5. Fr om Job®e t @b, create a new job:
A Name: 201004.1-Vi
A Description: All desktop computers
A Script: Vi Editor
A Schedule: -

A Interval (secs): -

6. Fr om Etithe® Af or mthe2@18C&1i1yinob to one or more hosts from the
available list. Click on th&Jpdatebutton to save the form contents.

A Use Drafti leave uncbcked

A Schedulé | e a v € Noaes-fi fi

A Internal (secs) leave blank

A Disabledi leave unchecked

A Prerequisité | e a v & Nomes i fi
7. Select the desired Contact for job notification and click on the Subscribe button.
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Example’ Process Kill (Linux)

[Jobs )

{'Job Status‘]{']ob Histor\,r\]

Editing Script: vi editor

cerminate application

=
.

I (v
L.

\

fScrlpts"](Job status | Job History |
Edit Jo

Avwailable

Selectad

All

bind
@ FreeBSDr
@Solarls

9 ASPLiNUx1E

-- Mane --

I (v
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Example of a Job Script- Remote Host Command (Linux)

As an example we wiltreate a jolio remotely execute a command on a Linux computer. In our simple
example we move a file from one directory to another. The following sample provides an overview of
creating and executing a Script Job for Linux:

1. From©Stript@ @iab, create a new Script.
A Name: Move Sample File
A Description: Move the sample.txt file from user directory to /tmp
A Script Type:  Script
2. T h &crifit Propertieé f or m wi | | b aeidephe @beve enteredd and i ncl

information. If the form needs to be revised, make the necessary changes and click on the
Updatebutton. TheSerialnumber will increment by 1.
3. Inthe Body section of the Script Content enter the following command i(ribtectory
pahs must be absolute):
A Body: execl {/bin/mv /root/test.txt /tmp }
4. Next click on the Update button in the Script Content form to save the script.

5. Fr om Jtb®e t @b, create a new job:
A Name: 20100902Move File
A Description: Linux computers
A Script: Move Sample File
A Schedule: -
6. Interval (secs):
7. Fr om Etithe® iAf or m, 2a180902gove Fileljob to one or more hosts from

the available list. Click on thdpdatebutton to save the form contents.
A Use Drafti leave unchecked
Scheduld | e a v € Noaes-i A
Internal (secsj leave blank
Disabledi leave unchecked
Prerequisité | e a v & Nomei i A

8. Select the desired Contact for job notification and click on the Subscribe button.

> > > >
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Examplée Script- Remote Host Command (Linux)

Wersiera »»> Jobs >» Scripts

'ans\ ;’Job Status‘;’]ob H\storv\

Zditing Script: Move Sample File

the samwple.txt file from user directory to
Jtmp

I (=

execl { /hinfwv /froot/sample.txt ftmp )

Diraft

[ [
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